Sensing-Assisted Turbulence-Induced Secret Key
Distribution for FSO-based UAV Systems

Luan V. Doan, Hoang D. Le, and Anh T. Pham
Computer Communications Laboratory, The University of Aizu, Aizuwakamatsu 965-8580, Japan

Abstract—This paper proposes a sensing-assisted secret-key
generation (SKG) framework for unmanned aerial vehicle (UAV)-
based free-space optical (FSO) systems. By exploiting the reci-
procity of turbulence-induced channel fluctuations, legitimate
users can generate shared secret keys directly from reciprocal
FSO channel observations. However, in UAV-FSO links, hovering
instability and narrow optical beams introduce pointing errors
that impair channel reciprocity and limit the achievable secret-
key rate (SKR). To mitigate this issue, optical beam-alignment
sensing is performed prior to channel probing to improve
alignment accuracy. A beam-alignment-aware time-varying FSO
channel model is developed by jointly considering atmospheric
turbulence, path loss, beam misalignment due to finite alignment
resolution, and temporally correlated pointing errors induced
by UAV hovering fluctuations. Based on the resulting recipro-
cal channel observations, practical SKG procedures, including
channel probing, quantization, information reconciliation, and
privacy amplification, are incorporated for secure key extrac-
tion. Numerical results demonstrate that sensing-assisted beam
alignment significantly enhances channel reciprocity, improves
raw key generation performance, and increases the achievable
SKR under practical UAV-based FSO conditions.

Index Terms—Free-space optics, atmospheric turbulence, sens-
ing, physical-layer security.

I. INTRODUCTION

The evolution of beyond-5G/emerging 6G wireless networks
has driven increasing interest in UAV-assisted communication
systems for applications such as aerial surveillance, emergency
response, and environmental monitoring. Due to their flexible
mobility and rapid deployment capability, UAVs are expected
to play an important role in future wireless infrastructures.
However, the broadcast nature of wireless channels and the
dynamic topology of UAV networks also introduce significant
security and privacy challenges [1].

Conventional systems mainly rely on public-key cryptog-
raphy (PKC) for secret-key distribution [2]. However, PKC
security relies on computationally hard problems that may
become vulnerable to quantum computing, particularly due to
algorithms such as Shor’s algorithm [3]. Although quantum
key distribution (QKD) offers information-theoretic security
[4], its practical deployment remains constrained by high hard-
ware complexity, costly quantum devices, and performance
degradation under severe channel attenuation [5]. These limi-
tations motivate the development of low-complexity quantum-
safe physical-layer secret-key generation techniques.

Among various physical-layer security approaches, key dis-
tribution based on channel reciprocity has attracted significant
attention [6]. In free-space optical (FSO) systems, atmospheric
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turbulence naturally induces random fluctuations in the re-
ceived optical intensity, which can serve as a common ran-
domness source for legitimate users. By exploiting reciprocal
channel observations, legitimate terminals can extract identi-
cal secret keys without relying on computationally intensive
cryptographic algorithms or dedicated quantum hardware [7].
Existing studies have investigated turbulence-induced SKG in
terrestrial FSO systems under various turbulence conditions
and eavesdropping scenarios [8]-[11]. While these approaches
are effective for static terrestrial FSO systems, extending
turbulence-induced SKG to dynamic UAV-based FSO systems
introduces significant practical challenges. The UAV hovering-
induced pointing misalignment significantly degrades channel
reciprocity and reduces the received optical power, thereby
limiting the achievable secret key rate (SKR).

Although acquisition, pointing, and tracking (APT) can mit-
igate pointing misalignment, conventional high-precision APT
systems are often bulky, heavy, and power-intensive, making
them unsuitable for resource-constrained hovering UAVs. A
recent study in [12] has demonstrated that sensing-assisted
beam alignment employing LiDAR-like optical scanning tech-
nologies can significantly enhance the reliability of UAV-based
FSO systems. Nevertheless, the impact of sensing-assisted
alignment and residual pointing errors on turbulence-induced
SKG performance has not been thoroughly investigated. In
particular, the tradeoff between sensing and key generation
remains unclear, since longer sensing improves beam align-
ment and channel reciprocity but reduces the time available
for channel probing and key extraction.

This paper proposes a sensing-assisted turbulence-induced
secret-key distribution framework for FSO-based UAV sys-
tems. Optical sensing is first employed to improve beam align-
ment prior to channel probing, where the sensing resolution
and UAV hovering fluctuations are jointly incorporated into
the pointing-error model. Subsequently, temporally correlated
atmospheric turbulence is exploited to generate reciprocal
channel observations for secret-key extraction. The proposed
framework further incorporates practical SKG procedures,
including channel probing, quantization, reconciliation, and
privacy amplification. Numerical results validate the effec-
tiveness of the proposed system and investigate the tradeoff
between sensing and probing time.

The remainder of this paper is organized as follows. Sec.
IT presents the system architecture, sensing model, and secret-
key generation process. Sec. III introduces the proposed time-
varying FSO channel model. Numerical results are provided
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Fig. 1: System Architecture of the Proposed Sensing-Assisted
Turbulence-Induced SKG Framework.

in Sec. IV, followed by conclusions in Sec. V.

II. SYSTEM DESCRIPTIONS

We consider a sensing-assisted FSO system in which a
hovering UAV and a ground base station perform SKG by
exploiting reciprocal channel observations instead of con-
ventional data transmission. The UAV establishes a line-of-
sight optical link with the ground node, while sensing and
channel probing share the same optical front-end and operate
in a time-division manner. Each time slot of duration 7T is
divided into a sensing interval ¢, and a probing interval t,,
satisfying T = ¢, + t,, where sensing is used to enhance
beam alignment and probing is used for reciprocal channel
measurements. We emphasize that only sensing and probing
are carried over the FSO link, while post-processing steps,
including key reconciliation, and privacy amplification are
executed over an authenticated public channel. The system
architecture is illustrated in Fig. 1.

A. Sensing-Assisted Tracking Model

In the sensing stage, the UAV performs optical beam
scanning to estimate the direction of the ground receiver
for subsequent beam alignment. To characterize the sensing-
induced pointing error, the azimuth and elevation angles are
estimated using multi-line and rotational optical scanning
methods. Since the communication distance is significantly
larger than the typical ranging error, the effect of range estima-
tion uncertainty is neglected and only angular sensing errors
are considered. The transmitted scanning beam is reflected

38

by a corner reflector deployed at the ground receiver and
redirected back toward the UAV, where the reflected optical
signal is captured by a photodetector (PD) array. The received
reflected signal is then utilized to estimate the angle-of-arrival
(AOA), thereby enabling accurate angular sensing for beam
alignment [12].

In the Cartesian coordinate system, the UAV is located
at the origin (0,0,0), while the receiver is positioned at
(0,d,0), where the line-of-sight (LOS) direction is aligned
with the positive y-axis. Let 6,. denote the horizontal scanning
range and n the number of scanning lines. The azimuth-angle
resolution is expressed as

0;

n

A0, )

Similarly, let ¢, denote the vertical scanning range and w,
represent the scanning frequency. The elevation-angle resolu-
tion during the sensing interval ¢4 is given by

Pr
wWyts

2

Ap, =

Since the ideal LOS direction corresponds to zero azimuth
and elevation angles, the residual beam offsets are approxi-
mated as

0~ Ab,, 3)

As the optical beam propagates toward the receiver plane
located at y = d, the beam-center coordinates on the transverse
(z, z) plane can be approximated by

x = dtan(f) = dAG,,
z = dtan(p) sec(f) ~ dAyp,.

o~ Apy.

“4)
(&)

Accordingly, the radial displacement between the beam
center and the receiver center is expressed as

r=a2+ 22 ~ d\/A62 + Ay2.

B. Secret-Key Generation Process

(6)

After the channel sensing process, the UAV and the base
station proceed with secret-key generation based on reciprocal
channel observations. Specifically, the SKG procedure consists
of four steps as follows.

Step 1 - Channel Probing: After beam alignment, Alice and
Bob exchange optical probing signals over the reciprocal FSO
channel during the probing interval ¢, = T'—t,. The received
optical signal at terminal k € {AB,BA} is expressed as

ri(n) = RPhg(n) + nk(n), (7

where R denotes the photodetector responsivity, P; is the
transmitted optical power, hy(n) denotes the composite FSO
channel coefficient, and ny(n) represents the receiver noise.

Step 2 - Quantization: The received signal observations are
converted into binary sequences using a two-threshold lossy
quantization scheme [13]. Specifically, the upper and lower
quantization thresholds are determined as

®)

q+ = Hr + QgOy,



where p, and o, denote the mean and standard deviation of
the received signal samples, respectively, and « is the guard-
band coefficient.

Based on the received signal observation 7 [n], the gener-
ated binary sequence B[n] is expressed as

17 r[n} > q+,
Bln] = 40, r[n] <g-, 9)
discard, ¢_ < rgn] <gqy.

Step 3 - Key Reconciliation: Due to noise and channel
mismatch, the generated raw keys may contain bit disagree-
ments. To correct these errors, a systematic LDPC code is
employed for information reconciliation [14]. Alice computes
the syndrome

p=zH", (10)
where x denotes Alice’s raw key vector and [{ is the LDPC
parity-check matrix. The syndrome is then transmitted for key
recovery at Bob.

Step 4 - Privacy Amplification: To remove information
potentially leaked during public reconciliation, privacy ampli-
fication is applied to the reconciled key sequence to generate
the final secret key with high secrecy.

III. TIME-VARYING FSO CHANNEL MODEL
A. Temporally Correlated Turbulence Model

Atmospheric turbulence induces random fluctuations in the
received optical intensity. To model this effect, a temporally
correlated Log-normal fading process is adopted based on
experimentally validated APD-based FSO measurements [15].

Particularly, an i.i.d. Gaussian sequence is generated as
2n ~N(0,1),n=1,2,..., N. Then, a temporally correlated
Gaussian process z(n) is obtained by passing z, through a
low-pass finite impulse response (FIR) filter characterized by
the coherence time.

O'%Tt

H(f) (11

Ve (~5(mmf)?).

where o7 is the variance of log-amplitude fluctuations defined
as 02 = In(1 + 0%), with 02 the power scintillation index.
The log-normal turbulence fading coefficient is given by

).

Also, the autocorrelation function of x(n) is expressed by

Rz@qaiexp<< )2>.

To model channel reciprocity during bidirectional probing,
the forward process xap(n) is obtained from x(n), while the
reverse process is constructed as [16]

2pa(n) = przan(n) + /1 - p? E(n),

2
_ %

5 (12)

he(n) = exp (a:(n)

T

70

13)

(14)
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Fig. 2: Forward and reverse turbulence fading realizations over

time with p; = 0.9.

where Z(n) is an independent Gaussian process with identical
statistics, and p; € [0, 1] denotes the turbulence correlation
coefficient. The corresponding fading coefficients are given as

2

hi,aB(n) = exp (.TAB(TL) — U2L> , (15)
o2

hipa(n) = exp (J:BA(n) — 2L> . (16)

Figure 2 shows an example regarding forward and reverse
turbulence fading realizations for p; = 0.9 under a weak
turbulence condition with 02, = 0.1.

B. Time-Correlated Pointing Error Channel Model

From the sensing model, the deterministic beam offsets
caused by finite sensing resolution are defined as

Mz = dA@T, Mz = dASDm (17)

where d denotes the transmission distance.

The horizontal and vertical beam-jitter components in both
links are modeled as first-order autoregressive (AR(1)) pro-
cesses [17]. For the link & € {AB,BA}, the horizontal and
vertical jitter processes are respectively given by

zjk(n) = apzjr(n — 1) + Bpo,2, k(n), (18)
zjk(n) = apzjr(n —1) + Bpojz. x(n), (19)
where o, = exp (—f—:) and B, = /1—a2, with 7,

denoting the pointing-error coherence time, At the sampling
interval, and o the standard deviation of UAV spatial jitter.
Moreover z, ,(n) and z,;(n) being mutually independent
Gaussian random variables following A/(0, 1).

In the reverse link, finite sensing resolution introduces
deterministic beam offsets in addition to hovering-induced
jitter, whereas only hovering-induced jitter is considered in
the forward link after beam alignment, i.e.,

k = BA,

(20)
k= AB.
The instantaneous beam-center coordinates are expressed as

xk(n) = 5k,um + xj,k(n)a (20
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Fig. 3: Forward and reverse pointing-error fading realizations
over time.

2k (n) = Okps + 2k (n). (22)
The corresponding radial displacement is given by
re(n) = \/x2(n) + z2(n). (23)

Assuming a Gaussian beam profile and a circular receiver
aperture, the pointing-error fading coefficient is given by [17]

2400,

wg
where Aj denotes the maximum collected power fraction
under perfect alignment, and w, represents the equivalent

hp.p(n) = Ag exp <— (24)

beam radius at the receiver plane. Here, Ag = [erf(v)]?,

_ V/7mra 3 : 3 2 _

where v = NI while the equivalent beam radius w? =
2 _/mert(v)

——%~, with r, denoting the receiver aperture radius,
Z 2v exp(—v?) . . .
and w, is the beam waist radius at the receiver plane.
Figure 3 shows an example regarding the forward and
reverse pointing-error fading realizations over time.

C. Combined FSO Channel Model

The composite channel coefficient for the forward or reverse
link is given as

hk(n) = hl ht7k(n) hpyk(n),

where h; = exp(—krd) denotes the deterministic atmospheric
path loss based on the Beer—Lambert law, with s being the
atmospheric attenuation coefficient and d the propagation dis-
tance [18], while h ;(n) and h,, ;(n) represent the turbulence
and pointing-error fading components, respectively.

k € {AB,BA}, (25

IV. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we evaluate the performance of the pro-
posed sensing-assisted secret-key generation framework for
UAV-based FSO systems. The maximum sensing duration
is constrained to 50% of the time-slot duration 7', where
ts < 0.57. The simulation parameters employed in the
proposed framework are summarized in Table I. Accordingly,
the following results first investigate the impact of sensing and
channel conditions on SKR performance as well as different
eavesdropping scenarios. Here, SKR is defined as the raw key
generation rate.
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TABLE I: System Parameters

Parameters Symbol Value
Link length d 2000 m
Transmission power P 60 mW
Beam divergence angle Odiv 1 mrad
Aperture radius Ta 5 cm
Atmospheric attenuation h; 0.9
Turbulence coherence time Tt 1073 s
Pointing error coherence time T 1072 s
Std. dev. of position error Opf 3 cm
Time slot duration T ls
Max sensing time ratio Nmax 50%
Vertical FOV for sensing ©r 0.1 rad
Horizontal FOV for sensing 0, 0.1 rad
Scanning frequency wr 1.8 x 103 points/s
Multi-line n 512

First, Fig. 4 shows the SKR performance versus the sens-
ing duration ¢, under different FSO channel conditions. As
shown in Fig. 4(a), increasing ¢, improves the angular sensing
resolution, thereby reducing radial beam misalignment and
enhancing the SKR. In addition, larger p; ap further improves
the SKR owing to stronger reciprocity between the forward
and reverse turbulence channels. Fig. 4(b) reveals that the SKR
is degraded when the beam divergence angle 6g4;, is either
too small or too large. Specifically, narrow beams are more
sensitive to residual pointing errors, whereas wide beams suf-
fer from beam spreading and reduced received optical power,
making a moderate beam divergence angle preferable. Finally,
Fig. 4(c) shows that the turbulence strength o introduces a
tradeoff between channel randomness and reciprocity. While
weak turbulence provides insufficient randomness for key
generation, excessively strong turbulence increases observation
mismatches due to severe fading fluctuations. Consequently,
the highest SKR is achieved under moderate turbulence con-
ditions.

Next, Fig. 5 illustrates the SKR performance versus the
sensing duration ¢, under different Bob—Eve separation dis-
tances dpg, assuming perfect turbulence correlation between
Alice and Bob, p; ap = 1. As shown in Fig. 5(a), the
SKR strongly depends on the Bob—Eve channel correlation,
where larger p; pg reduces the SKR because Eve observes
turbulence-induced channel fluctuations more similar to Bob.
Increasing dpg improves the SKR by reducing both the
received optical power and channel correlation at Eve. This
effect becomes more pronounced in Figs. 5(b) and 5(c), where
Eve is located farther from the beam center. Together with the
results in Fig. 4(b), these findings highlight the importance
of properly selecting the beam divergence angle to balance
alignment performance and SKR.

V. CONCLUSION

This paper proposed and investigated a sensing-assisted
turbulence-induced secret-key generation framework for UAV-
based FSO systems. By incorporating sensing resolution, at-
mospheric turbulence, and UAV-induced pointing errors into a
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Fig. 5: SKR performance versus sensing time per time slot under different dgg and p; gp.

unified time-varying channel model, the impact of beam align-
ment on secret-key generation was characterized. Numerical
results showed that sensing-assisted alignment significantly
improves channel reciprocity and the achievable secret-key
rate, demonstrating its effectiveness for practical and secure
UAV-based FSO communications.
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