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Abstract—This paper considers low-probability-of-detection Binary Power-domain Public
transmission enabled by power-domain binary embedding. A covert encoding B |message, x»
source node sends a public message to a destination through MESSA9e, e ((( ’))

conventional constellation-domain modulation while embedding % Source §
a bma?y covert message by sllgptly changing its transmit power. \\\\ = Eideschanrel
A radiometer-type covert receiver decodes the embedded bits Constellation- domam decoding \\\\ —
from received-power variations, whereas the destination attempts < \\\\\ B ol
. . . I o) . - mm = - i
to detect the existence of the covert signal under noise un- S ',£100 R EE- = Po‘g’:crodd‘i’%a'”
certainty. For this system, we formulate the joint probability i SR hems mm=m
of covert transmission and successful decoding and summarize Destination D Covirt Feceiiar R

the optimization of the covert-transmission probability, power
ratio, and receiver threshold. Compared with our previous work, Fig. 1: System model
this paper provides additional numerical results that show how
the joint probability changes with the minimum detection-error

probability threshold and the required public-rate threshold. i .
N - communications over backscatter, timing, and phase-based
Index Terms—Covert communications, low probability of

detection (LPD), physical layer security (PLS), side channel, mechan.isms [91-[11]. o
detection error probability (DEP) In this paper, we revisit the system model of [1] and present

a compact result focused on numerical insight. A source
transmits a public symbol using the standard constellation-
domain waveform and simultaneously embeds a covert bit

Power-domain binary embedding has recently been ana- by selecting one of two transmit-power levels. Under noise
lyzed as a side-channel method for covert communications in  uncertainty [12], [13], we maximize the joint probability (JP)
[1]. Its motivation follows from low-probability-of-detection  of covert transmission (CT) and successful decoding (SD) at
(LPD) communications, where the goal is not only to protect the covert receiver subject to a public-rate constraint and a
the content of a message but also to hide the existence of the  destination-side detection error probability (DEP) constraint.
transmission itself [2]. Although conventional physical layer In addition to the results reported in [1], we evaluate the JP
security focuses on preventing unauthorized decoding, it does  with respect to the minimum DEP threshold and the public-rate

not automatically guarantee covertness when a warden can threshold, which directly quantify the covertness-reliability
infer the presence of a hidden message from received-signal  and public-service trade-offs.

I. INTRODUCTION

statistics.
Covert links can be formed within the same radio-frequency o I SYSTEM MODEL _ . .
protocol [3], [4] or through side channels generated by physi- As shown in Fig. 1, a source S communicates with a public

cal effects such as power, timing, electromagnetic leakage, or ~destination D and a covert receiver R at the same time.
backscatter [5]—[7]. In particular, power-domain embedding is The public message x, is transmitted through conventional
attractive for cross-technology or air-gapped settings because ~constellation-domain modulation, whereas the covert message
a simple radiometer or low-complexity Internet-of-Things %c € {0,1} is embedded in the power domain. If z is bit 1,
(IoT) device can recover information from power variations the source uses power Pg; if z¢ is bit 0, it uses aPs, where
without full baseband decoding. Practical experiments have @ € [0,1] is the power proportion for bit 0. Thus,
demonstrated electromagnetic or power-based covert channels aP.. ifz.—0
[8], while recent theoretical studies have examined covert P(zc) —{ oo e

Ps, if o =1.
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The received signal at D is

Yp = hsp V P(xc)xP + 2p, (2)

where 2, ~ CN(0,1), hsp denotes the channel from S to D,
and z, ~ CN(0,02). For node X € {D, R}, the noise power
is uncertain in the dB scale as

3)

2 _o o
Ox.a ™ U(Ux,dB - CX,dB? Ox.aB + Cx,as) .

“4)

For a given o2, the public achievable rate is
rp = log, <

1+ |hSD|2P($C)> )
At the covert receiver, the signal is

0-2
Yr = NsrV/ P(zc)zp + Zr, )

D
and the received power conditioned on z. is E[|lyx|?|zc] =
|hsr|?>P(xc)+ o2, The covert receiver decides the embedded
bit by comparing the measured power with a threshold 7.
With ¢ = Pr(z. = 1) = 1/2, the bit error probability (BEP)
is

Pr(er) = (1 — q) Pr (|hsn|*aPs + 0% > 74)

+qPr (|hsp|*Ps + 07 < 7). (6)

The destination is also modeled as a passive radiometer that
tests whether the covert embedding exists. Using the long-term
received power T' = limpy_, oo (1/N) 25:1 lyp[n]|?, the null
and alternative hypotheses are

Hy: T = |hsp|*Ps + 02,
1+«
7
5 (7
The destination declares that the covert message is present if

T < 7, and absent otherwise. Therefore, with p denoting the
CT probability, the DEP is

H, :T= |hsp|?Ps + 2.

Pr(ep)=(1—p) Pr(T < 1p|Ho)+pPr (T > 1p|H,), (8)

where the first and second terms are the false-alarm and miss-
detection events, respectively.

III. PROBLEM FORMULATION

The performance metric is the JP of CT and SD, defined as
p(1—Pr(ey)). This metric increases when the source transmits
covertly more often and when IR decodes the embedded bits
more reliably. The design variables are the CT probability p,
the power proportion «, and the classification threshold 7.
The optimization problem is written as

(P1): max p(1—Pr(eg)), (9a)
P, TR
s.t. r;ucn rD|02D:<D&% >7p,V(p € Zp, (9b)
minPr(ep) > €5, V(s € 25, (9¢)
™D
pel0,1],a € [a,1]. (9d)

Here, 7, is the public-rate requirement and £, € [0,0.5]
is the minimum DEP threshold. Constraint (9b) protects the
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Fig. 2: The JP versus the minimum DEP threshold for ds, =
dsp =20 m

public link even when bit O is transmitted and the destination
noise takes an unfavorable value from Z,. Constraint (9c)
guarantees covertness by forcing the minimum DEP at the
destination to remain above €,. The lower bound & prevents
excessive public-rate fluctuation and limits the power-domain
signature of the covert message.

Our previous work in [1] derived the BEP and DEP expres-
sions under noise uncertainty and solved (P1) by separating the
zero-BEP and non-zero-BEP regimes. In the zero-BEP regime,
the source chooses « so that the two received-power intervals
at R do not overlap. In the non-zero-BEP regime, a controlled
amount of decoding error is allowed to improve the JP. Closed-
form expressions and a global solution procedure are provided
in [1], and this paper utilizes those solutions and focuses on
the new numerical trends below.

IV. NUMERICAL RESULTS

We evaluate the average JP of power-domain binary em-
bedding. The channel is modeled as hyy = v/Ly/hyy, where
By, ~ CN(0,1) and Ly = Lo(dxy/d,)™" with reference
distance d, = 1 m. Unless otherwise stated, the parameters
follow [1]: W = 20 MHz, Ps; = 23 dBm, 7» = 1.5 bps/Hz,
a = 095, 52 a2 —160 dBm/Hz, ¢; = 5 dB,
(p € Z, ={4.0,4.5,5.0,5.5,6.0}, e, = 0.45, and 8 = 3.5.
The curve labeled “Opt.” takes the better result between Case 1
with zero BEP and Case 2 with non-zero BEP, and it is
compared with fixed-p and fixed-a baselines.

Fig. 2 shows the average JP versus the minimum DEP
threshold ¢, for dsr = dsp = 40 m. As e, increases
toward 0.5, the destination must be forced closer to a random-
guess detector, and the feasible set of (p, &) becomes increas-
ingly narrow. Therefore, all curves decrease and eventually
approach zero near the most stringent covertness requirement.
The optimized curve almost coincides with Case 2, which
indicates that allowing a non-zero BEP at the covert receiver
can be beneficial when the covertness constraint is tight.
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Fig. 3: The JP versus the public rate threshold for ds, =
dsp =20 m

Case 1 suffers because enforcing zero BEP requires enough
power separation at R, but this same separation makes the
embedding easier for D to detect. The fixed-p = 0.5 baseline
is consistently below the optimum, highlighting the importance
of adapting the CT probability. For fixed-a schemes, the larger
power separation associated with « —0.01 dB improves
reliability at moderate €, but it loses feasibility earlier than
o —0.005 dB as the covertness requirement becomes
stricter.

Fig. 3 plots the average JP as the public-rate threshold
7p increases for dsp = dsp = 20 m. A larger 7, leaves
less margin for transmitting bit 0 with reduced power, so
the optimizer must choose « closer to one or reduce the CT
probability. Both actions lower the JP: a high « reduces the
received-power separation at R, while a low p directly reduces
the covert transmission opportunity. The sharp drop in the
medium-rate region shows the transition from a covertness-
limited regime to a public-rate-limited regime. The optimized
scheme remains the upper envelope of Case 1 and Case 2,
and Case 2 again dominates over most of the range because
a small BEP penalty is preferable to the restrictive zero-BEP
condition. Fixed-a baselines lose feasibility earlier, especially
for « = —0.01 dB, since the larger power reduction for bit 0
violates the public-rate requirement at smaller 7.

V. CONCLUSION

This paper presented a compact result of LPD transmission
with power-domain binary embedding. A public constellation-
domain message and a binary covert message are transmitted
simultaneously by mapping the covert bit to two closely spaced
power levels. Under noise uncertainty, the JP of CT and SD
was optimized subject to public-rate and DEP constraints. The
new numerical results show that stricter covertness and higher
public-rate requirements both reduce the achievable JP, but
for different reasons: the former limits the detectable power
separation and CT probability, while the latter forces the bit-0
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power level closer to the bit-1 level. The results also show
that the non-zero-BEP regime often gives the best JP because
it balances covert reliability against LPD feasibility. Future
work may extend this framework to more advanced detectors,
imperfect channel knowledge at a passive covert receiver, and
adaptive transmit-power control.
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