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Abstract—The emergence of sixth-generation (6G) wireless
networks is driving the need for secure group key generation
mechanisms resilient to quantum-computing attacks. Conven-
tional quantum key distribution (QKD) protocols are designed
for point-to-point communication and are therefore not directly
applicable to group key establishment. To address this limitation,
this paper proposes a scalable High-Altitude Platform (HAP)-
assisted multipartite QKD network architecture that integrates
N-GHZ-state protocols with a Time Division Multiple Access
(TDMA) scheme over free-space optical (FSO) channels. The
performance of the proposed system is evaluated using a Qiskit-
based simulation framework that incorporates realistic physical-
layer impairments of FSO links. Simulation results demonstrate
that the proposed architecture significantly improves the group
secret key rate (SKR) compared to conventional bipartite ap-
proaches, while effectively reducing overall network execution
delay. In addition, the analysis reveals the impact of channel
impairments and provides practical design insights, such as opti-
mal beam-waist control. The proposed framework demonstrates
the potential of HAP-assisted multipartite QKD as an effective
security solution for future large-scale 6G wireless networks
supporting secure group communications.

Index Terms—Free-space optics (FSO), quantum key distribu-
tion (QKD), high-altitude platforms (HAP), Greenberger-Horne-
Zeilinger (GHZ) state, multiple users, Qiskit.

I. INTRODUCTION

In recent years, the rapid evolution of sixth-generation
(6G) wireless networks has created an urgent demand for
secure group-key generation mechanisms capable of support-
ing simultaneous data exchange among massive numbers of
distributed wireless users. Emerging 6G applications, such as
immersive communications, autonomous systems, intelligent
transportation, and large-scale machine-type communications,
require highly secure and low-latency group communications
across wide-area networks.

Conventional group key establishment protocols typically
require a large number of communication rounds and com-
putationally intensive exponentiation at each device, making
them poorly suited for resource-constrained wireless network
environments [1]. Moreover, since these schemes rely on
classical computational hardness assumptions, they are funda-
mentally vulnerable to emerging quantum computing attacks.
To address these limitations, quantum key distribution (QKD)
has garnered significant attention as a promising, future-proof
alternative for secure communication [2]. Using quantum-
mechanical laws, QKD enables legitimate parties to generate
and share secret keys in a way that inherently detects any
eavesdropping attempt.
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Fig. 1. The considered HAP-aided FSO/QKD system for quantum group key
distribution.

Currently, most QKD implementations rely on optical fiber
infrastructure. However, deploying optical fibers to individual
wireless devices distributed across diverse environments is
impractical. To overcome this limitation and enable flexible
wide-area QKD deployment, high-altitude platform (HAP)-
based systems over free-space optics (FSO) have attracted
considerable research attention. Nevertheless, existing HAP-
based QKD system mainly adopt prepare-and-measure proto-
cols, such as BB84, or bipartite entanglement-based protocols,
such as BBM92 [3]-[8]. Since these protocols are essentially
designed for point-to-point key generation, extending them
to group key distribution inevitably introduces the sequential
communication delays, similar to those seen in conventional
classical approaches.

To overcome the inherent point-to-point limitation of con-
ventional QKD, multipartite entanglement using Greenberger-
Horne-Zeilinger (GHZ) states has emerged as a promising
solution for direct group key generation [9], [10]. Theoreti-
cally, a large-scale N-GHZ state could simultaneously connect
all users within a single execution. However, the generation
and distribution of such massive entangled states remains
technologically challenging and are still largely confined to
experimental demonstrations.

Motivated by this limitation, this work proposes a scalable
HAP-assisted centralized NQKD network architecture that in-
tegrates practically realizable small-scale N-GHZ states with a
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Fig. 2. Timeline of two phases to establish the group secret key.

time-division multiple access (TDMA) scheme. By clustering
ground users into optimized small groups and sequentially
distributing entangled states, the proposed framework effec-
tively bypasses the physical limits of large-scale entanglement
generation while mitigating the severe delay bottlenecks en-
countered in conventional pairwise QKD systems. The primary
goal of this study is to develop a comprehensive Qiskit-based
simulation framework that explicitly incorporates realistic FSO
physical-layer impairments, including atmospheric attenuation,
turbulence-induced fading, and pointing errors, together with
Pauli-based quantum error models to accurately emulate quan-
tum noise environments. Using the developed framework, we
quantitatively evaluate and compare the performance of the
N-GHZ-based protocol against conventional bipartite 2-GHZ
methods under identical channel conditions.

II. SYSTEM DESCRIPTION
A. System Model

Fig. 1 illustrates the proposed HAP-assisted system, where
a HAP (Alice) distributes a group key to M wireless users
(Bob) via FSO channels. The proposed framework consists
of two phases: (1) quantum subgroup key distribution and
(2) group key distribution, as depicted in Fig. 2. In the first
phase, users are divided into M subgroups, and the HAP
establishes a shared key with each subgroup using TDMA and
the N-GHZ protocol. In particular, the transmission period is
divided into G equal time slots, each assigned to one subgroup.
During each slot, Alice generates /N-GHZ entangled photons,
retains one photon, and distributes the remaining to N — 1
photons to the corresponding group users via FSO links. After
a transmission duration of A¢, Alice and the users perform
post-processing over a public channel to establish a subgroup
key, K.

After the first phase, HAP obtains G subgroup keys, K; (i €
{1,...,G}), each shared with the corresponding subgroup.
In the second phase, Alice generates a global group key Kg
and encrypts it for each subgroup using XOR operation, i.e.,
Kg,; = Kg ® K;. HAP broadcasts K¢ ;, and the users in that
subgroup can decrypt the group key via Kg = Kg; © K;.
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Consequently, all M users and Alice share the same group
key K. The GHZ entangled state used in the protocol is
expressed as follows [9]

1

V2

Upon receiving a photon, each user randomly selects either
a rectilinear (Z) or diagonal (X) basis for measurement with
probabilities P, and Px = 1— Py, respectively. The users then
announce their chosen bases in a public channel and retain the
sifted bits according to the GHZ state order (/V). For N = 2,
bits are kept only when all users choose the same basis (either
Z or X). This rule is identical to the BBM92 protocol. For
N > 2, only bits measured entirely in the Z basis by all users
are retained.

IGHZ) = — (|0)®N +[1)®V).. (1)

B. Free-space Quantum Channel Model

We denote the transmittance of the quantum channel from
HAP to the i-th Bob as 7;, which can be modeled as [3]

@)

where 7),¢m is the atmospheric transmittance, np,, is the
receiver collection efficiency, and ngyr is the fiber-coupling
efficiency. These factors are detailed as follows.

1) Collection efficiency: mpy, represents the fraction of
power that can be collected at the receiving telescope in the
presence of turbulence-induced fading, beam wandering, and
pointing error. The probability density function (PDF) of the
collection efficiency can be written as [3, (B21)]
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where r is the beam displacement, JVQV is the variance of the
beam displacement, which combines beam wandering variance
and the pointing error, or is given as [3, (7)]

= [0 + 72 (1= ), @)

where z is the propagation distance, 7, is the tracking effi-
ciency, 0, is the angular pointing error, and r2 is turbulence-
induced beam wandering variance and is given as [3, (B12)]
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where 0, is the zenith angle, sec () is the secant function,
Wy is the beam waist radius, H and hg are the altitudes of
HAP and the ground user relative to sea level, respectively.
Moreover, C2 (h) is the refractive index structure parameter,
and can be computed via the ground-level refractive index
C’,? (0) and the root-mean-squared wind speed vying as in [7,
h—hq

(19} and ::[(60 +6o H_hu)2+1.63a]:?21\0 (ﬁ)ﬁ

5
where O, O, and A can be found in [3, (B11)], and 0’! is
the Rytov variance, which is calculated as a function of the
optical wavelength A in [8, (4)].

Moreover, P(npy,|r) is the conditional PDF of the col-
lection efficiency given the beam displacement r, which can
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be approximated by the truncated log-norm:
can be written as [3, (B19)]
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where F(1) is the cumulative distribution
NDr, = 1, ¢t and o are two parameters
distribution, and can be computed as a
displacement r as in [3, (B20, B22)].

2) Fiber-coupling Efficiency: The fiber-c
is the fraction of optical signals from the
that are focused and matched into a singl
coupling-efficiency PDF is given as [3, (12
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where 79 is the maximum coupling efficienc
turbulence, which is calculated as a function
ratio aepg as in [3, (C11)]. Note that the «
case is caused by the telescope’s support sti
secondary mirror. Moreover, 7, denotes the
the atmospheric turbulence, which is given

f"]SMF (WSMF) =
TISMF

M & exp [—og]
where 0')2( is the log-amplitude variance, a
(C14)]. Finally, f¢ is the PDF of the wavef
after adaptive optics (AO), which is given :
oo COS [Zj %arctan(?ﬁ-(b?:
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where b; is the aberration coefficient fc
aberration and can be calculated as in [3, (C
is the attenuation factor of AO for the j-th
Given the order of AO correction Nao, v;
otherwise, its calculation is given in [3, (C:
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III. QISKIT SIMULATION & AN
A. Qiskit-based Simulation

To evaluate the feasibility and performan
N-GHZ QKD system, we develop a comg
tion framework that integrates an FSO ch
a Qiskit-based implementation of the V-
depicted in Fig. 3. For each simulation run,
transmittance values for each user in the gt
using the FSO channel model. Subsequentl
used to calculate the number of photon-dete:
and the corresponding instantaneous quan
(QBER;) for each user. These parameters then serve as direct
inputs to the Qiskit-based simulation. To emulate a realistic
quantum noise environment in Qiskit, a Pauli error model is
applied to the qubits of the generated N-GHZ states based
on the computed QBER. Finally, each user performs photon
measurements according to the basis selection probabilities, Pz,
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[ Algorithm: GHZ-QKD and Group Key Distribution by TDMA ]

[ ]

INPUT PARAMETERS: Number of users M, degree of GHZ
state N, phase durations(At, dpp, tenc, prop), Z basis prob P,
v

[ INITIALIZATION ]
HAP divides M users into G=/M/(N-1)] groups; Tiota] = 0
Phase 1
( N\
for each group g = 1...G:
/” #QUANTUM PHASE: N\

Nsift,g- Nerror,g =0
for each time slot # = /... Ngjot
* Generate FSO transmittance for each user.
- Simulate the number of detection event Ngec
and compute the instantaneous QBER for each
user.
* Generate Ngec N-GHZ states.
for each user of the groupj = 1..N
Measure Ngec N-GHZ states in Z/X basis
with probabilities Pz/ Px and error
probability QBER;
end
Count # of instantaneous sifted bit Bitgjg and
error bit Biterror.
Nisift,g += Bitsife

Nerror,g += Biterror
end

vtotal += At j

| #POST-PROCESSING: Calculate SKRg using Nerrorg
and NSift,g

L Tiotal += dpp

\_cnd J
Phase 2 l
( )
for each group g = 1...G:
#ENCRYPTION: HAP generates group key and
encrypts:
Ttotal += tenc
#PROPAGATION: HAP broadcasts Cg.
Tiotal += dprop
\end )

v

__ min(SKR, -At, SKR,At, - SKRg-At)
G-Tiotal

OUTPUT: SKRgroup

Fig. 3. Algorithm for the proposed N-GHZ-QKD and group key distribution.

and Px. The framework computes the number of sifted bits
(Nig) and erroneous bits (Neyor), Which are used to evaluate
the achievable group secret key rate.

B. Theoretical Secret Key Rate (SKR)

The group SKR, which is defined as the number of group

secret bits shared per second, is expressed as
min [AKR, (Pz, N) At

Jeinin  [AKR, (P27, N) At)

G (At + dpp + lenc + dprop)

SKRg (P2, M, N) , (10



M
N-1
quantum phase delay, d,, is the post-processing delay, tenc is
the encryption time, and dpyop, is the propagation delay. The

asymptotic key rate (AKR) can be calculated as [11]

where G = [ -‘ is the number of subgroups, At is the

AKR, (P, N) = Rl Pae (P2, N), (1)
where R is the pulse repetition rate, (Yjs,g )) is the probability

that clicks occur at all users’ detectors, given as

oo,

where Y () = 1 — (1 — pgak) (1 —n) is the detection prob-
ability given the transmittance 7), and pga is the dark count
rate. As each 7; is independent of the others and Y (n;) is
linear in 7;, we can rewrite (12) as

2y =TT ¥ ().

where (1;) = fol 75 fn: (1) dn; is the effective channel trans-
mittance, which is solved numerically in our framework.
Moreover, 7o is the fraction of secret bits and the number
of shared states, which is given as [10]

T(()g) =1-h(Qx) — max h((Qas,)),

1<i<N-1

1N—-1
HY 0)f (1) - fon (N —1) dmr. . .dn—1,

12)

13)

(14)

where h (-) is the binary entropy function, @y is the phase er-
ror, and (Qap,) is the average quantum bit-error rate between
Alice and i¢-th Bob. Therein, we assume that the error rate
is caused by two main factors, i.e., dark count and intrinsic
detector errors. Hence, (Qap,) can be expressed as [8]

/ / ) fon(m)- - Foe (a8 —1) dip . dipy 1
(Qam:)= D)
_ m (15)
where 7f (71, N

_1| is the vector presenting the
transmittance of each Bob, (%> =[m),....,(nn-1)], E (ﬁ)
is the erroneous detection probability per pulse conditional on
ﬁ, and can be computed as

E(7) = eo (Yn — YaB,) + €decYaB, (16)
Moreover, Yy = [[25" Y (n), Yas, = nigy, e = 0.5 is

the error rate due to dark counts, eqe. 1S the intrinsic detector
error rate. In addition, Py is the sifting probability, which is
expressed as

P7 +
Pgy = {PZN

where P, denotes the probability of selecting the Z basis.

(1-P;)? if N=2

17
it N >3, {17
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Fig. 4. Group SKR versus the probability of selecting Z basis P, (left), and
effective transmittance (right).

IV. RESULTS AND DISCUSSIONS

This section presents and discusses the performance of the
proposed HAP-assisted N-GHZ-QKD system. Unless other-
wise stated, the parameters are as follows. At the HAP (Alice),
HAP altitude H = 20 km, beam waist Wy = 0.10 m, optical
wavelength A\ = 1550 nm, and pulse repetition rate R = 10°
pulses/s. At the ground users (Bob), number of users M = 6,
zenith angle 6, = 0°, receiver aperture Drx = 0.9 m,
telescope obstruction ratio a,ps = 0.1, ground user altitude
hg = 20 m, order of AO correction Npo = 10, intrinsic
detector errors eqec = 3.3%, background detection probability
Pdark = 1074, and phase error Q = 2%. Regarding the
FSO channel, rms wind speed vwing = 10 m/s, ground-
level refractive index C?(0) = 10~'® m~2/3, atmospheric
transmittance 7,¢m = 0.9, angular pointing error 0, = 1 prad,
and tracking efficiency 7, = 1. Other parameters can be found
in [3].

First, we investigate the performance of different N-GHZ
protocols as a function of the Z- basis selection probability, Py,
as shown in Fig. 4. As observed, the theoretical results closely
follow the simulation results, confirming the correctness of
our analytical framework. Moreover, the high-order N-GHZ
protocols outperform the 2-GHZ protocol as P increases. This
is because the sifting probability scales as cubic/quartic in
P, when N = 3/4. Therefore, selecting a relatively large
value of Pz (around 0.8 or 0.9) is advantageous for 3/4-
GHZ protocols. The associated trade-off is that more time is
required to accumulate a sufficient secondary basis (X) for
error estimation. However, this limitation can be alleviated by
increasing the duration of the quantum communication phase
[12].

Another important factor that can affect the SKR of N-GHZ
protocols is the effective channel transmittance, as illustrated
in Fig. 4. It is observed that as the effective transmittance
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increases, the performance of high-order N-GHZ protocols
surpasses that of lower-order ones. This is due to the increase
in the probability that clicks occur at all users’ detectors. From
this result, we can select the GHZ order to maximize the group
SKR. For example, when the effective transmittance is 0.6, we
can select the 3-GHZ protocol.

Next, we evaluate the system performance when the number
of users increases, as shown in Fig. 5. The results indicate that
the group secret key rate (SKR) decreases with the number
of users for all considered protocols. This happens because a
higher M forces the HAP to divide users into more groups
(@), thereby increasing the total TDMA cycle duration. From
this result, we can determine the maximum number of users
for a given group SKR level. For instance, if the required
group SKR level is 20 Mbps, the maximum number of users
is 18.

Finally, Fig. 6 illustrates the performance of the 3-GHZ-
QKD protocol versus the transmission beam waist. The pa-
rameters are adopted from [3]. Moreover, we assume that all
users are located in the same area and that their zenith angles
are nearly identical. As shown, there is an optimal beam waist
that maximizes the group SKR. This is because a small beam
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waist is more susceptible to pointing error, while a big one
suffers from geometric loss. From this result, we can select
the optimal beam waist for users’ zenith angle. For instance,
the optimal beam waist should be set as 0.1, 0.125, and 0.15,
when the zenith angles are 0, 45, and 60 degrees, respectively.

V. CONCLUSIONS

This paper proposed and evaluated a GHZ-based QKD
framework for HAP-assisted 6G wireless networks. To assess
the feasibility and practical performance of the proposed
architecture, we developed both a comprehensive Qiskit-based
simulation platform and an analytical SKR framework that
incorporates the major impairments encountered in FSO chan-
nels, including atmospheric attenuation, turbulence-induced
fading, and pointing errors. The strong agreement observed be-
tween simulation and theoretical results validates the accuracy
and reliability of the proposed modeling framework. Using the
developed framework, we systematically analyzed the impact
of several critical system parameters on network performance,
including the GHZ entanglement order, the effective channel
transmittance, and the number of users. The results demon-
strate trade-offs among scalability, transmission reliability, and
secret-key generation efficiency in HAP-assisted multipartite
quantum communication systems.
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