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Abstract—This paper proposes a physical-layer secret key
generation (SKG) scheme for frequency-division duplex orthog-
onal time frequency space (FDD-OTFS) systems. Conventional
SKG relies on channel reciprocity, which cannot be directly
exploited in FDD systems because uplink and downlink responses
are observed at different carrier frequencies. To address this
limitation, we introduce a bidirectional channel-probing protocol
for multiple-input multiple-output FDD-OTFS, in which legiti-
mate terminals exchange training signals precoded with locally
generated random unitary matrices. By leveraging the delay-
Doppler representation, the proposed protocol extracts highly
correlated channel coefficients for raw key generation while
reducing the correlation between the eavesdropper’s observations
and legitimate channel features. Simulation results show that
the proposed scheme achieves a lower bit-disagreement ratio
than FDD-OFDM and direct FDD-OTFS quantization baselines,
maintains robustness under different mobility conditions, and
improves the mutual-information-based secret-key capacity.

Index Terms—Frequency division duplex, OTFS, physical-layer
security, secret key generation.

I. INTRODUCTION

Recent advances in IoT networks have increased the demand
for secure wireless communications [1]. Conventional wireless
security relies on symmetric-key and public-key cryptogra-
phy [2]. However, key distribution and cryptographic com-
putations impose considerable overhead [3]. Moreover, since
these cryptographic mechanisms generally rely on computa-
tional hardness assumptions, their long-term security may be
threatened by advances in quantum algorithms [4]. To address
these issues, physical-layer secret key generation (SKG) has
attracted significant attention as a lightweight and secure
technique for secret key establishment [5]. SKG exploits the
randomness of wireless channels to generate shared secret
keys between Alice and Bob. Since it can be implemented
with low computational complexity and does not require key
distribution by a trusted third party, SKG is a promising
solution for resource-constrained devices and latency-sensitive
wireless applications [6]—[8].

Most existing SKG schemes rely on channel reciprocity
between legitimate users, Alice and Bob [5], [9], [10]. In time
division duplex (TDD) systems, the uplink and downlink share
the same frequency band. Therefore, Alice and Bob can obtain
highly correlated channel observations within the coherence
time. However, the reciprocity does not hold in frequency di-
vision duplex (FDD) systems, where the uplink and downlink
use different carrier frequencies [11], [12]. To enable SKG in
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FDD systems, prior studies have exploited multi-antenna non-
reciprocal channels [10], [13]. Qin et al. [10] propose pilot-
assisted secret key generation, which constructs key-generation
features by applying random matrices to non-reciprocal FDD
channel coefficients. Matsuzaki et al. [13] propose a deep
learning-based SKG scheme for the FDD system to realize
lightweight and reliable security.

Meanwhile, orthogonal time frequency space (OTFS) mod-
ulation has attracted considerable attention for next-generation
mobile communication systems, particularly in high-mobility
scenarios. OTFS maps information symbols onto the delay-
Doppler (DD) domain and represents time-varying multipath
channels in terms of delay and Doppler components [14].
Owing to this DD-domain representation, OTFS can provide
stable channel characteristics even under severe Doppler con-
ditions. Consequently, OTFS-based SKG, which exploits DD-
domain channel estimates for key generation, has emerged
as a promising secure solution for high-mobility wireless
environments [15], [16]. Saeed et al. [15] propose spike-
location and entropy-coding methods that generate keys from
OTFS DD-domain channel estimates for TDD-OTES systems.
Kawoya et al. [16] introduce an efficient SKG scheme that
utilizes OTFS channel state information for secure vehicular
communication. However, these existing OTFS-based SKG
schemes cannot be directly applied to FDD-OTFS links, which
are attractive for continuous and low-latency key establishment
owing to separate uplink and downlink frequency bands.

To bridge these gaps, this paper proposes a pilot-assisted
SKG scheme for FDD-OTFS systems. In the proposed scheme,
Alice and Bob perform bidirectional channel probing by
exchanging training signals weighted by locally generated
random unitary matrices and construct key-generation features
from DD-domain multiple-input multiple-output (MIMO)
channel responses. The bidirectional channel probing enables
the legitimate terminals to construct highly correlated features,
and the random unitary matrices suppress reconstruction of the
randomly rotated coefficients by the eavesdropper. Simulation
results demonstrate that the proposed scheme achieves a lower
bit-disagreement rate (BDR) and higher secret key capacity
(SKC) than the conventional FDD-OFDM and a direct FDD-
OTFS quantization baseline under different mobility condi-
tions.
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Fig. 1: FDD-OTFS MIMO channel model in the presence of
an eavesdropper.

II. SYSTEM MODEL
A. FDD-OTFS Channel Model

We consider a MIMO transmission system in the presence
of an eavesdropper, Eve, as shown in Fig. 1. Alice, Bob, and
Eve are equipped with T4, Ts, and Tz antennas, respectively.
In FDD systems, the Alice—Bob and Bob—Alice links operate
at carrier frequencies fap and fpa, respectively. When the
two carrier frequencies are placed symmetrically around the
center frequency f. with an FDD spacing of A frpp, fap and
fBA can be written as
AngD, foa = fo— AngD. M
For the p-th path, the spatial response matrix of each link is
defined as

fAB = fc +

2

Here, XY € {AB,BA} denotes a legitimate link, where
X and Y represent the transmitter and receiver, respectively.
Also, aXY(-) and a;*Y (-) are the receive and transmit array
response vectors of link XY, respectively, and 6’7),(;/ and fopy
denote the angle of arrival and angle of departure of the p-th
path, respectively.

An OTFS frame is represented on an M x N DD grid [14].
Let Xpp and Ypp denote the transmitted and received DD-
domain symbol matrices, respectively. The ISFFT and SFFT
operations are expressed as

H
AR = 1)) [ 03]

XTF = FA[X_DDF%, YDD = FRI[YTFFNv (3)

where F,; and F are unitary DFT matrices.

Let A f;. denote the subcarrier spacing, and define the OTFS
symbol duration as Tyym = 1/Afs. Defining the baseband
frequency of the m-th subcarrier as f,,, = (m—M/2)A fs. and
the time instant of the n-th OTFS symbol as ¢, = nTyn,, the
TF-domain MIMO channel response of link XY is expressed

as
P
HE [m,n] = Zafy[m,n]AffY. @
p=1

Here, a;}B [m,n] is the scalar TF-domain coefficient of the

p-th path and is given by

. - XY
aXY[m,n] _ gz))iYefJ%r(ferfxy7fc)TpeJ27wp tn’ 5)

D
where g, 7,,, and XY denote the complex path gain, delay,
and Doppler frequency of the p-th path, respectively.

The discrete DD-domain MIMO channel response of link
XY obtained at the OTFS receiver is defined as

HRYY = SFFTy v {HYS }. (6)

Here, SFFT ), n{-} denotes the SFFT operation over an
M x N TF grid. Accordingly, the DD-domain MIMO channel
matrix of link XY at delay index ! and Doppler index k
has dimensions HYY [I,k] € CTv*Tx  where T and Ty
denote the numbers of antennas at transmitter X and receiver
Y, respectively. In this paper, HYD[l, k] and HER[I, k] serve
as the underlying channel responses for constructing key-
generation features.

B. Eavesdropper Model

Eve is assumed to be a passive eavesdropper that does
not interfere with the Alice—-Bob communication link. Eve
knows the proposed protocol, public system parameters, and
quantization rules, but does not know the random unitary
matrices generated at the legitimate terminals. Eve cannot
directly observe the legitimate DD-domain MIMO channel
coefficients in (4) and instead observes the Alice-Eve and
Bob—Eve links, whose DD-domain MIMO channel coefficients
are denoted by HYR[l, k] and HBRI, k], respectively.

Let S = {(lb,kt)}‘il1 denote the set of DD cells used
for key generation, which is selected from high-energy DD-
domain channel components. The DD cells are vectorized
according to the ordering of S. The channel feature vector
associated with link £ € {AB,BA, AE, BE} is defined as

h, = [vec(HfDD [l1, kl])T e 7vec(H?D ls); k|5|])T}T )

@)
where vec(-) denotes the vectorization of each DD-domain
MIMO channel matrix. Let hap and hgas denote the nor-
malized and dimension-aligned reference vectors derived from
hap and hpa, respectively. Following the channel-correlation-
based eavesdropper evaluation in [10], the correlation between
the Eve-side channel vectors and the corresponding legitimate
reference vectors is controlled by the target correlation pa-
rameter pgp, where 0 < pgp < 1. Specifically, the Alice-Eve
and Bob-Eve channel vectors are generated using a Gaussian
correlation model [17] as

hag = prphap +1/1 — pAWag,

®)

hpg = pphpa +4/1 — P2 WEE,

where wag and wpg, are circularly symmetric complex Gaus-
sian random vectors that are independent of the corresponding
reference vectors and normalized to have the same average
power as those vectors. A larger pgp represents stronger
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Fig. 2: Proposed training procedure for obtaining the randomly

rotated DD-domain MIMO coefficient HRR [/, k]G 4.

correlation between hag and hap and between hgg and hpa.
Thus, pg is used as an evaluation parameter that controls the
correlation strength of Eve’s candidate features, rather than
specifying a particular Eve location or propagation geometry.
Based on the generated Alice-Eve and Bob-Eve channel
vectors, Eve constructs candidate features for key generation.

III. PROPOSED SYSTEM
A. Randomly Rotated DD-MIMO Feature Extraction

As shown in Fig. 2, the proposed scheme performs bidi-
rectional channel probing, where Alice and Bob exchange
training signals weighted by locally generated random unitary
matrices and obtain randomly rotated DD-domain MIMO
channel coefficients at both terminals.

We first describe the process by which both Alice and
Bob obtain HYR[l, k]G 4. Alice and Bob locally generate
random unitary matrices G 4 € CT4*74 and G € CTs*Ts
satisfying GEG 4 = Iy, and GEGp = Ip,, respectively.
Alice transmits the training signals G4 X 4 and Xpg, where
X4 € CTa*Ns and Xp € CTa*Ns are normalized training
matrices satisfying XAXE =1Ir, and XRXg =1Ir,, and N;
denotes the training sequence length. For a DD cell (I, k) € S,
the received signals at Bob are given by

Y:n [lv k] = Hgg [l7 k]GAXA + WtB[l> k]v &)

and

Y[l k] = HRB[l k|Xr + W[l k], (10)

where W, g|[l, k] and W g[l, k] denote additive white Gaussian
noise (AWGN) matrices whose entries are independent and
identically distributed as CA/(0, 02 ). Bob then obtains

Zap sl k] = Yip[l, KX ~ HRD[1, k|G .

Here, (-)T denotes the Moore—Penrose pseudoinverse.
To enable Alice to obtain HYR[l, k]G 4, Bob applies Gp
to Y[, k] and transmits it back to Alice. Bob also transmits

an

GpXp, where X € CT8*Ns is a normalized training matrix
satisfying XBXg = Ir,. The received signals at Alice are
then given by

Y allk] = HRR [ k]G s HRR[L KX 5 + WAl K], (12)
and
Yiall, k] = HEX[1, k]G X + Wall, K. (13)
Then, Alice estimates
E[l, k] = Ya[l, k)X, ~ HRR [, k|G sHRR [ K], (14)
and N
F[l,k] = Yyu[l, K] X1, ~ HRR[L, k]G p. (15)

For the selected DD cells, f[l, li] € CTaxTs js assumed to
have full column rank, i.e., rank(F[l, k]) = Tz. This condition
ensures that the Moore—Penrose pseudoinverse can be used to
recover the randomly rotated coefficient. Alice obtains the cor-
responding randomly rotated DD-domain MIMO coefficient as

Zap.all, k] = FTLEE[L k]G4 ~ HRBLK|G4.  (16)

Similarly, by exchanging the roles of Alice and Bob, both
termmals obtain the corresponding estimates ZB a,all, k] and
Zga B[l, k] of HRR[l, k|G . The complex feature vectors at
Alice, Bob, and Eve are defined as

s vec({ZAB all, }(z k eS) (17)
Vec({ZBA all, K]}, k)€S> 7
= vec({ZAB sl M} ames)| (18)
vec({ZBA sl K} wes) |
and r ~ T
2 — vec({Zag.g[l. K|} pes) (19)
_VeC({ZBE,E[l: k}}(l,k)es)_

Here, ZAE’E[Z,]C] and ZBE,E[l,k] denote Eve’s candidate
coefficient matrices constructed from the Alice—Eve and Bob-
Eve links, respectively. For performance evaluation, these
candidate matrices are arranged to have the same feature order
and number of components as the corresponding legitimate
feature components.

B. Coefficient Quantization and Key Generation

The proposed scheme first converts each complex feature
vector into a real-valued feature vector by stacking its real
and imaginary parts, and then applies scalar quantization to
the resulting real-valued features. For Alice, the real-valued
quantization input is defined as

ra = [R{za}T S{za}T]"

The quantization inputs for Bob and Eve, denoted by rp and
rg, respectively, are defined in the same manner by replacing
z4 with zg and zg.

Let g denote the number of bits generated from each
real-valued feature, and let Q 29 denote the number
of quantization levels. The quantization thresholds satisfy

(20)
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Fig. 3: BDR performance of the proposed scheme, the FDD-OFDM-SKG benchmark [10], and the baseline.

—00 =1 < m < < ng-1 < ng = +oo and are
determined from Alice’s empirical distribution as

nlegl(l/Q>7 1Q717

where Fgl(-) denotes the inverse empirical cumulative dis-
tribution function of the elements of r,. The quantization
thresholds {771»}?:_11, rather than Alice’s raw feature vector, are
shared through an authenticated public channel and are treated
as public side information available to Eve. Using Alice’s
empirical distribution defines a single public quantization rule,
which is commonly applied to Alice, Bob, and Eve.

When a real-valued feature r satisfies n; < r < ;41 for
j=0,1,...,Q—1, its quantization index is defined as j. The
index is then encoded using a ¢-bit Gray encoding map G,(-)
as

i=1,2,... @21

b(r) = Gq(j)-

Let D, denote the common length of the complex fea-
ture vectors before quantization. Since both the Alice—-Bob
and Bob—Alice DD-domain MIMO coefficients are used, this
length is given by

(22)

D, = 2|8|TATp. (23)

For Alice, the raw bit sequence is generated by concatenating
the quantized bits as

K= [b(ra1)",....b(rasn.)"]"

The raw bit sequences for Bob and Eve, denoted by K and
K g, respectively, are defined in the same manner by replacing
r4 with rp and rp. Therefore, the generated raw bit length
is

(24)

L = 2D, = 4q|S|TaTg. (25)

The obtained bits are raw keys before information recon-
ciliation and privacy amplification. In practical SKG, Alice
and Bob apply these post-processing to correct residual bit
disagreements and obtain the final secret key. In this paper,
BDR is evaluated using the raw bit sequences, whereas SKC
is evaluated using the pre-quantization real-valued feature
vectors.

TABLE I: Simulation Parameters

Parameter Value

Carrier frequency fe 2.0 GHz
Subcarrier spacing A fc 15 kHz
Number of subcarriers (OFDM) 256

OFDM symbols per frame 128

OTFS grid size M = 256, N =128
FDD spacing A fppp 5 MHz
Antenna configuration Th=4, Tgp =T =2
Number of trials 5000

IV. PERFORMANCE EVALUATION

In this section, we evaluate the proposed SKG for FDD-
OTFS through computer simulations. The simulation param-
eters are listed in Table I. The signal-to-noise ratio (SNR)
is defined as the average received training-signal power di-
vided by the AWGN power. The evaluation uses two metrics:
BDR and mutual-information-based SKC. BDR measures the
mismatch ratio between raw key bit sequences, whereas SKC
evaluates the mutual-information advantage of the legitimate
features over Eve’s features. Let K 4, Kp, and Kg denote the
raw bit sequences of Alice, Bob, and Eve, respectively. The
Alice—Bob and Alice-Eve BDRs are defined as

BDRap = %dH (Ka,Kp), BDRag = %dH (Ka,Kp),

(26)
where L is the number of compared bits and dy (-, -) denotes
the Hamming distance. The mutual-information-based SKC
is evaluated using the pre-quantization real-valued feature
vectors r4, rp, and rp as

Rskc = [I(ra;rp) — I(ra;re)] ", 27

where I(+;-) denotes mutual information and [z]"
max(z,0). In this paper, mutual information is estimated from
correlation coefficients between real-valued feature vectors
using a Gaussian correlation model and is expressed in bits per
real-valued source sample [17]. As a benchmark, we consider
FDD-OFDM-SKG, in which OFDM is used to observe the
same time-varying channel, and pilot-assisted processing is
applied to the channel frequency response coefficients [10]. In
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Fig. 4: Mutual-information-based SKC versus SNR.

addition, the baseline directly quantizes the DD-domain FDD-
OTFS MIMO channel obtained by Alice and Bob without
using the bidirectional channel probing. Eve observes the
Alice-Eve and Bob-Eve channels generated according to the
target correlation parameter pr and generates a candidate bit
using the same rule as Alice and Bob. The case where Eve
knows the random unitary matrices is included as a worst-case,
whereas the independent-unitary case models the practical
situation in which Eve cannot reproduce the random unitary
matrix.

Fig. 3(a) shows the Alice-Bob BDR as a function of
SNR, where Ny denotes the training sequence length. The
proposed scheme achieves a lower BDR than the baseline
across the entire SNR range and provides an improvement of
one order of magnitude in the high-SNR region. Increasing Ny
reduces the BDR by improving estimation accuracy. Fig. 3(b)
shows the Alice-Bob BDR under different velocities. The
proposed scheme maintains a BDR on the order of 10~ in the
high-SNR region, whereas the FDD-OFDM-SKG benchmark
exhibits a BDR floor on the order of 1072 as the velocity
increases. These results indicate the robustness of DD-domain
features in high-mobility environments. Fig. 3(c) shows the
BDR between Alice and Eve as a function of the Eve target
correlation parameter pr. When Eve knows the random uni-
tary matrices, the Alice—Eve BDR decreases as pg increases.
In contrast, when Eve uses independent random unitary ma-
trices, the Alice-Eve BDR remains close to 0.5 regardless of
pe. This result indicates that local random rotation makes
reconstruction of the randomly rotated coefficients difficult
even for a highly correlated Eve.

Fig. 4 shows the mutual-information-based SKC as a func-
tion of SNR. The proposed scheme achieves a higher SKC
than FDD-OFDM-SKG and the baseline, especially in the
high-SNR region. These results demonstrate that the proposed
scheme is effective in terms of key agreement, secrecy, and
secret key capacity.

V. CONCLUSION

This paper proposed a physical-layer SKG scheme for FDD-
OTES systems. The proposed scheme performs bidirectional
channel probing with locally generated random unitary ma-
trices to obtain randomly rotated DD-domain MIMO channel

coefficients, and generates raw key bits by quantizing their
real and imaginary parts. Simulation results showed that the
proposed scheme reduces the BDR compared with the direct
FDD-OTFS quantization baseline and achieves more stable
key agreement than the FDD-OFDM-SKG benchmark in high-
mobility environments. The SKC results further confirmed its
effectiveness in terms of the capability.
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